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1	Decision/action requested
Approve the KI update to TR33.886
2	References
[1]	3GPP TR 23.700-41 “Study on enhancement of network slicing; Phase 3”
[2]	3GPP TR 33.886 "Study on enhanced security for Network Slicing Phase 3"
3	Rationale
[bookmark: _Hlk118725190]The contribution proposes to update KI#2 to consider temporary slice in network slice specific authentication and authorization procedure. As NSSAA procedures are defined in SA3 (see clause 16 of 33.501) and referred by SA2 and CT specifications, it could be valid to investigate potential impact on NSSAA procedures by temporary slice  in SA3.
4	Detailed proposal
***************  Start of 1st change  ************
[bookmark: scope][bookmark: _Toc107826369]4.2	Key Issue #2: temporary slice authorization and slice service area authorization
[bookmark: _Toc107826370]4.2.1	Key issue details
Temporary slices are being studied in TR23.700-41 [3]. The objective is to support gracefully terminate a network slice and avoid abrupt PDU Session release. 
Temporary slices are expected to be made known to UE during configuration or other network slicing procedures impacting Configured NSSAI or Allowed NSSAI. 
According to conclusion of KI#3 in TR 23.700-41, a "Timing Information" (a.k.a validity/termination timer) associated to a slice is provided from network to UE. When the timer associated with a S-NSSAI expires, the UE and network removes the S-NSSAI locally from the allowed NSSAI if the S-NSSAI present in the allowed NSSAI.
However, if a S-NSSAI is subjected to Network Slice Specific Authentication and Authorization (NSSAA), the AAA-S and NSSAAF will still keep the authentication status of the S-NSSAI for the UE if they are not aware the timeout of the temporary slice. Comparing to "general" slice, the number of temporary slices could be high. If data and state of those slices are not cleaned timely, memory/DB of AAA-S and NSSAAF may be unnecessarily occupied with "ownerless garbage". Also, the AAA-S server may trigger re-authentication/authorization on the timeout slice, that further waste network and computing resources, and may also cause confusion on AMF.
This Key Issue will study security aspects to support temporary slices. 
Another sub-issue is slice service area authorization. The current granularity in terms service area authorization is Registration Area (RA), which covers multiple Tracking Areas (TA). The key issue needs also to investigate any impacts to security procedures enabling a different service area than per TA. 
[bookmark: _Toc107826371]4.2.2	Security threats
A UE may get access to the network resources even when a network slice is terminated or the UE may not get access to the network slices if lifetime information is not conveyed to UE properly or not aligned amongst UE, PLMN and DN. 
Network slice specific authentication and authorization for normal network slice may be impacted due to "garbage" produced by temporary slices.
[bookmark: _Toc107826372]4.2.3	Potential security requirements
The 5G system shall secure procedures with respect to temporary slices. 

*************    End of the changes	*********
	

